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CatchAToken (“Company,” “We,” “Us,” or “Our”) values your privacy. This Privacy 

Policy explains how we collect, use, and protect information when you use the 

CatchAToken Telegram bot and related services (“Service”). By using the Service, 

you consent to this Privacy Policy. 

 

1. Information We Collect 

When you use the Service, we may collect the following types of information: 

 Telegram Data: Your Telegram user ID, username (if public), and interactions 

with the Bot (commands, messages). 

 Account Data: Subscription status, tracked accounts/channels, referral 

activity, earnings balance. 

 Referral Data: Pseudonymized identifiers of your referrals (we do not share 

their real Telegram usernames, phone numbers, or IDs). 

 Payment Data: Payment confirmations, amounts, chosen method 

(cryptocurrency, Telegram Stars, referral balance). We do not store full 

financial details such as card numbers. 

 Device/Technical Data: Limited device and connection information 

transmitted by Telegram (e.g., language settings). 

 Voluntary Data: Feedback, support requests, or reports you send to us. 

 

2. How We Use Information 

We use collected data to: 

 Operate and provide the Bot’s core features (account tracking, notifications, 

referral system). 

 Process subscriptions and referral rewards. 

 Display referral and earnings statistics in pseudonymized form. 

 Prevent abuse, fraud, and violations of our Terms of Use. 

 Communicate with you regarding updates, payments, and support. 

 Improve the Service and develop new features. 



 We do not create, promote, or manage any cryptocurrency tokens. We will 

never request that you purchase or trade a token claiming to be affiliated with 

CatchAToken. 

 

3. Legal Basis for Processing 

If you are in the European Economic Area (EEA), we rely on the following legal 

grounds under GDPR: 

 Contract: To provide you the Service under our Terms of Use. 

 Consent: When you voluntarily provide feedback or enable certain features. 

 Legitimate Interest: To secure the Bot, prevent fraud, and improve 

performance. 

 Legal Obligation: To comply with tax or accounting requirements. 

 

4. Data Sharing and Disclosure 

We may share your data only in limited cases: 

 Telegram: As the platform provider, Telegram processes your interactions. 

 Payment Processors: To handle payments via cryptocurrency networks, App 

Store, Google Play, or Telegram Stars. 

 Legal Compliance: When required by law, regulation, or court order. 

 Business Operations: With service providers that assist in operating the Bot 

(e.g., hosting, analytics). 

We do not sell your personal data. 

 

5. Data Storage and Security 

 Data is stored securely on servers located in the EU. 

 We use encryption and access controls to protect against unauthorized 

access. 

 Referral statistics are pseudonymized to protect your referrals’ identities. 

 We retain data only as long as necessary for providing the Service or as 

required by law. 

 

6. User Rights 



Depending on your jurisdiction, you may have rights including: 

 Access: Request a copy of your personal data. 

 Correction: Update or correct inaccuracies. 

 Deletion: Request deletion of your account and associated data. 

 Portability: Receive your data in a structured format. 

 Objection/Restriction: Limit or object to certain processing. 

To exercise these rights, contact us at bot@catchatoken.com or through the Bot’s 

support function. 

 

7. International Data Transfers 

If you access the Service from outside the EU, your information may be transferred 

and processed in the EU. We apply safeguards consistent with GDPR to protect your 

data. 

 

8. Children’s Privacy 

The Service is not intended for minors under 18. We do not knowingly collect data 

from children. If we learn that we have done so, we will delete it promptly. 

 

9. Changes to this Policy 

We may update this Privacy Policy from time to time. Updates will be posted within 

the Bot or on our website. Continued use of the Service after updates means you 

accept the revised policy. 

 

10. Contact Us 

If you have questions about this Privacy Policy or your data, please contact us: 

📧 bot@catchatoken.com 
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